Generating, signing and exporting keys and certificates with XCA
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Name and save your database

[

LR Open XCA Database
Save As: |s3c3.xdb =
| a|» || 28 | = | & sjan +| (Q
FAVORITES 1.php
r:l Dropbox | 29NewFreeFonts »
apache.html
lzl Desktop api.del.icio.us
r_/;\,; Applications [s%] Applications -
=] Applicati...(Parallels) r
— applist.ixt
) Documents (] Archive -
H Movies autotwb1122.html
J7 Music away
basic_ruleset.txt
Pictures
Format: | XCA Databases ( *.xdb ) =
| Mew Folder | | Cancel | [ Savek___]
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Select a password - you will need this every time you reopen
this database

m Certificate signing reguests Certificates Templates Revocation lists |

Mew Key

MNew Password

Password %

Please enter a password, that will be used to encrypt your private keys in the database file:
fUsers/sjan/s3c3.xdb

Password P

Repeat Password ssssssss

| Exit | | Cancel | | DK-E_J

B
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Generate a new private key for the root CA

8 00 X Certificate and Key management
— Certificate signing requests Certificates Templates Revocation lists |

| Export |

Internal name &  Type Size Use Password

| Import |

| Import PFX (PKCS#12) |

| Show Details |

| Delete |

Database:/Users/sjan/s3c3.xdb

Generating, signing and exporting keys and certificates with XCA Page 5



Generating, signing and exporting keys and certificates with XCA

Name it something like s3c3_root - we are using 4098 bits for
the example

— Certificate signing reguests Certificates Templates Revocation lists |

Internal name & Type Size Use Password
| MNew Key |
X Certificate and Key management port |
t
K (PKCS#12) |
Please give a name to the new key and select the desired
keysize Details |
Key properties
slete |
Name sc3c_root
Keytype | RSA ]
Keysize 14096 bif v |
| Cancel | [ Create |
A

Database:/Users/sjan/s3c3.xdb
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Your shiny new key

800 " X Certificate and-i(eyr m;Hagement o

— Certificate signing requests

Certificates

Templates Revocation lists |

k

Database:/Users/sjan/s3c3.xdb

Internal name &  Type Size Use Password
sc3c_root RSA 4096 bit 0 Common

| New Key

| Export

| Import

| Import PEX (PKCS#12)

| Show Details

| Delete
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Create a new self-signed certificate

800 X Certificate and Key management
| Private Keys = Certificate signing requests “ Templates Revocation lists |

| Export |

Internal name &  commonName CA Serial Expiry date

| Import |

| 5how Details |

| Delete |

| Import PKC5#12 |

| Import PKCS#7 |

| Plain View |

Database:/Users/sjan/s3c3.xdb
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Make sure the selected template is CA and click on Apply
extensions

X Certificate and Key management

- _ o == '\\
Create x509 Certificate ﬁk"‘"’_‘? )

m Subject Extensions Key usage MNetscape Advanced |

Signing request
Sign this Certificate signing request

v Copy extensions from the request Show request

Modify subject of the request

k
Signing

(») Create a self signed certificate with the serial |1

Use this Certificate for signing

Signature algorithm | SHA 1 S

Template for the new certificate

| [default] CA d

| Apply extensions | | Apply subject | | Applyall |

| Cancel | [ OK |
4
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Fill out the subject fields

X Certificate and Key management

o
Create x509 Certificate };k“"_':? )

| Source m Extensions Key usage MNetscape Advanced |

Distinguished name

Internal name s3c3_root organizationMame S3C3 Demo
countryName s organizationalUnitName
stateOrProvinceName Washington commonMName 53C3 Master
localityName Lacey emailAddress s3c3@example.com

Type Content | Add |

| Delete |
Private key
| sc3c_root (RSA) +| [ |Used keys too | Generate a new key |
| Cancel | [ OK |

A
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In extensions, make sure it is marked as type "Certification
Authority” and "Critical” and "Subject Key Identifier” checked
- set lifetime to 10 years

X Certificate and Key management
e
Create x509 Certificate }; Fo= e

| Source | Subject m Key usage = Metscape | Advanced |

Key identifier

Basic constraints

Type | Certification Authority = | @Subject Key Identifier
Path length [E] Critical [ | Authority Key Identifier
Validity Time range
Not before |2013-07-09 01:26 GMT v | 10-| | Years =] | Apply . |
2 T
Not after  [2023-07-09 01:26 CMT - | [ | Midnight | | Local time [ | No well-defined expiration

subject alternative name | Edit |
issuer alternative name | Edit |
CRL distribution point | Edit |
Authority Info Access |m | Edit |

| Cancel | [ OK |
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Make sure Certificate Sign and CRL Sign are selected under
Key usage and click OK

X Certificate and Key management

W
Create X509 Certificate f;_\::-_-:f‘g1

| Source | Subject  Extensions — Metscape = Advanced |

Key usage Extended key usage
[ | Critical [ | Critical
Digital Signature TLS Web Server Authentication
Nan Repudiation TLS Web Client Authentication
Key Encipherment Code Signing
Data Encipherment E-mail Protection
Key Agreement Time Stamping
Certificate Sign Microsoft Individual Code Signing
Microsoft Commercial Code Signing
Encipher Only Microsoft Trust List Signing
Decipher Only Microsoft Server Gated Crypto

Microsoft Encrypted File System
Metscape Server Gated Crypto
Microsoft EFS File Recovery
IPSec End System

IPSec Tunnel

IP5ec User

IP security end entity
Microsoft Smartcardlogin
OCSP Signing

EAP over PPP

EAP over Lan

| Cancel | [ OK RJ
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You should have a new CA Certificate now

800 X Certificate and Key management
| Private Keys Certificate signing requests “ Templates Revocation lists |

Internal name A& | commonName CA Serial Expi :
Jg® s3c3_root S3C3 Master  Yes 01 2023 | New Certificate |

3 | Export |

| Import |

| Show Details |

| Delete |

| Import PKC5#12 |

| Import PKCS#7 |

| Plain View |

&

Database:/Users/sjan/s3c3.xdb
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Create a new client certificate - start with a new Certificate
signing request

8o _}C Certi_f:i--:ate and-i(ev m_E;-r;a.gement

| Private Keys m Certificates = Templates = Revocation lists |
Internal name & | commonName Signed E q

| Export |

| Import |

| Show Details |

| Delete |

Database:/Users/sjan/s3c3.xdb
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Set the template to HTTPS_client and click Apply extensions

X Certificate and Key management

Create Certificate signing request };‘t’?ﬂ‘ )

m Subject Extensions Key usage Netscape Advanced |

Signing request

unstructuredMame serverl_client

challengePassword

Signing
+ | Create a self signed certificate with the serial 1

Use this Certificate for signing s3c3_root

Signature algorithm [ SHA 1 =

Template for the new certificate

| [default] HTTPS client :)

| Apply extenjons | | Applysubject | | Applyall |

| Cancel | [ OK |
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Fill out the subject and click on Generate a new key

X Certificate and Key management

y N _— - \\_
Create Certificate signing request };ﬁ‘m"'ﬁ‘_ )

{ Source m Extensions Key usage Netscape Advanced |

Distinguished name

Internal name serverl_client organizationName S3C3 Demo
countryName us organizationalUnitName
stateOrProvinceName Washington commonName Server 1
localityName Lacey emailAddress s3c3@example.com|
Type Content | Add |
| Delete |
Private key

| [JUsed keys too | Generate anew key |

| Cancel | | OK |
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Set the name of the server (server1 in this example) and add
_client to the name - use a 2048 bit key or larger

o Ny
Create Certificate signing request ﬁ‘:r.:' )

{ Source m Extensions Key usage | Netscape | Advanced |

Distinguished name
Internal name serverl_client organizationName S3C3 Demo

countryName X Certificate and Key management

stateOrProvinceName

New key % C
localityName le.com

| Please give a name to the new key and select the desired L
keysize _
Type | . L [ Add |
1 Key properties I T
N | Delete |
S serverl_client ——
Keytype | RSA s
Keysize 12048 bif v |
-| [ Cancel | [ Create k]
b
Private key S

:] [ | Used keys too [ Generate a new key |

| Cancel | | OK |
4
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Make sure to also select Non Repudiation in the Key usage
pane and click OK

X Certificate and Key management

Create Certificate signing request ﬁ\iﬁ:{ 3_;\_1

{ Source Subject Extensions — Netscape Advanced |

Key usage Extended key usage

[ Critical [ Critical
Digital Signature TLS Web Server Authentication
Non Repudiation TLS Web Client Authentication
Key Encipherment Code Signing
Data Encipherment E-mail Protection
Key Agreement Time Stamping
Certificate Sign Microsoft Individual Code Signing
CRL Sign Microsoft Commercial Code Signing
Encipher Only Microsoft Trust List Signing
Decipher Only Microsoft Server Gated Crypto

Microsoft Encrypted File System
Netscape Server Gated Crypto
Microsoft EFS File Recovery
IPSec End System

IPSec Tunnel

IPSec User

IP security end entity
Microsoft Smartcardlogin
OCSP Signing

EAP over PPP

EAP over Lan

| Cancel | [ OK ,|
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In the Certificates pane, click on New Certificate

8 00 X Certificate and Key management
| Private Keys | Certificate signing requests “ Templates | Revocation lists |

Internal name A | commonName CA Serial Expi -

A= s3c3_root S3C3 Master Yes GETE [ NewCertificate |
| Export |
| Import |

Show Details |

Delete |

Import PKCS#12 |

Import PKCS#7 |

Plain View |

Database:/Users/sjan/s3c3.xdb r
= i
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Check Sign this request, uncheck copy extensions, make sure
to check "Use this Certificate for signing” and use your root,
select HTTPS_client in templates and click Apply all

X Certificate and Key management

- _ _ == \
Create x509 Certificate };E?_g )

m Extensions Key usage = MNetscape  Advanced |

Signing request

(¥ Sign this Certificate signing request | serverl_client =

[_| Copy extensions from the request | Show request |

|| Modify subject of the request

Signing

() Create a self signed certificate with the serial 1

(=) Use this Certificate for signing | s3c3_root S

Signature algorithm [ SHA 1 =

Template for the new certificate

hd

| Apply extensions | | Apply subject | E_A.pp.l.v.al.lg

| [default] HTTPS_client v

| Cancel | | OK |

4
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Make sure Non Repudiation is also selected and click on OK

X Certificate and Key management

Create x509 Certificate

{ Source Extensions — Metscape = Advanced |

Key usage
[ Critical

Digital Signature
Non Repudiation

Key Encipherment
Data Encipherment
Key Agreement
Certificate Sign
CRL 5ign

Encipher Only
Decipher Qnly

Extended key usage

[ ) Critical

Nt

TLS Web Server Authentication
TLS Web Client Authentication
Code Signing

E-mail Protection

Time Stamping

Microsoft Individual Code Signing
Microsoft Commercial Code Signing
Microsoft Trust List Signing
Microsoft Server Gated Crypto
Microsoft Encrypted File System
Metscape Server Gated Crypto
Microsoft EFS File Recovery

IPSec End System

IPSec Tunnel

IPSec User

IP security end entity

Microsoft Smartcardlogin

QOCSP Signing

EAP over PPP

EAP over Lan

| Cancel | [ OK
4
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Generating a server certificate is the same as a client, except
you will use the HTTPS_server template

Note that you WILL need to choose "Use this Certificate for signing" and select your root key. | forgot
to while building the screenshots and had to rebuild this certificate.

X Certificate and Key management

e
Create Certificate signing request };lﬁ;{ =)

m Subject | Extensions Key usage  Netscape = Advanced |

Signing request

unstructuredMame serverl

challengePassword

Signing
o | Create a self signed certificate with the serial 1

Use this Certificate for signing s3c3_root

Signature algorithm [ SHA 1 =

Template for the new certificate

| [default] HTTPS_ server = |

E—ﬁppl-v-lmﬁaﬂ-‘d | Apply subject | | Applyall |
4

| Cancel | | OK |

4
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X Certificate and Key management

8 0o X Certificate and Key management

{ Private Keys Certificate signing requests m Templates Revocation lists |

Internal name A commonMName CA Serial .
= s s3c3_root S3C3 Master . Yes of | New Certificate
et serverl Server 1 Server No 0z | Export
Je# serverl client Server 1 No 0z
| Import

| Show Details

| Delete

| Import PKCS#12

| Import PRKCS#7

| Plain View

Database:/Users/sjan/s3c3.xdb
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Export the keys for server 1, the private server key ...

8 0o X Certificate and Key management
_ Certificate signing requests Certificates Templates Revocation lists |

Internal name A | Type Size Use Passwaord
sc3c_root RSA 4096 bit 1 Common | New Key |
Export q@
serverl client RSA 2048 bit 2 Common F
| Import |

| Import PFX (PKCS#12) |

| Show Details |

| Delete |

Database:/Users/sjan/s3c3.xdb
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... which should be named servername.pem (server1.pem for
our example server1)

g - X Certificate and Key m-ana.gement "I'S_E'l
Internal_ '
LA 5[3 S — |
)= Key export ’
E ser| |—|
san N
Please enter the filename for the key. . |
Filename J-'I._Isers,-f51j;amjn'It:ev,.fm':[;:u::nrtJI':‘.er‘-ﬂar].|::+i:m| E|
B
DER is a binary format of the key without encryption i:l
PEM is a base64 encoded key with optional encryption . |
PKCS#8 is an encrypted official Key-exchange format S
Export Format | PEM =
When exporting the private key it should be encrypted.
[EI Export the private part of the Key too
| |Export as PKCS#8 %
| | Encrypt the Key with a password
Cancel [ oK ]
1 ' e
e
Database:/Users/sjan/s3c3.xdb r
£
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Export the client private key (servername_client.pem - or

server1_client.pem for our example server1)

5 - X Certificate and Key m-ana.gement

Internal

SEI‘I

Please enter the filename for the key.

Filename | /Users/sjan/keyexport/server]l_client.pem

DER is a binary format of the key without encryption
PEM is a base64 encoded key with optional encryption
PKCS#8 is an encrypted official Key-exchange format

Export Format | PEM

"o 53 Key export ’“‘“‘“—
) s5en

When exporting the private key it should be encrypted.

[EI Export the private part of the Key too
| |Export as PKCS#8
| | Encrypt the Key with a password

| Cancel | [

.

OK *—J
Database:sters,-‘sjanfs!c!.x!E

i

1 lists |
-
| —
Bl ==
-
| —

¥
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Export the certificates - same naming scheme as the keys, but

with the crt extension

Certificate signing requests “ Templates

e

| Private Keys Revocation lists |

—a

= . s

Inter—"' ——- Py = ——
X Certificate and Key management

v e

s
s Certifikate export

a

e

Please entar the filename for the caertificate.

Filename ';'Llsersfgjanfkevexpnnhewer].crd

DER is a binary format of the Certificate

PEM is a base64 encoded Certificate

PKCS#7 is an official Certificate exchange format

PKCS#12 is an encrypted official Key-Certificate exchange format

Export Format | PEM

Database:/Users/sjan/s3c3.xdb
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... client certificate the same

Certificate signing requests m Templates

{ Private Keys

Revocation lists |

PKCS#12 is an encrypted official Key-Certificate exchange format

Export Format | PEM

| Cancel | [ OK 'QJ

)
T e E—

Database:/Users/sjan/s3c3.xdb

Inter—"' ———- = e = T _
X Certificate and Key management e
v e
N N ®
ﬂd Certifikate export };tﬁ%_:. )N
B
Please enter the filename for the certificate. |
Filename | /Users/sjan/keyexport/serverl_client.crt
B
2
DER is a binary format of the Cartificate
PEM is a base64 encoded Certificate 7
PKCS#7 is an official Certificate exchange format

.
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And don't forget the root CA certificate

Certificate signing requests m Templates

| Private Keys

Revocation lists |

e — —a

E—— . e — o
X Certificate and Key management

a

v J‘L-:-:;!

s
el Certifikate export

Please enter the filename for the certificate.

Filename ;’Users,.fsjanjkevexpurtﬁs?ﬂ_mot.crd

DER is a binary format of the Cartificate

PEM is a base64 encoded Certificate

PKCS#7 is an official Certificate exchange format

PKCS#12 is an encrypted official Key-Certificate exchange format

Export Format | PEM

| Cancel | [

Database:/Users/sjan/s3c3.xdb
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